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Zhilian operates as an advanced and modern business directory. This Privacy Policy informs visitors and users regarding our policies with the collection, use, storage, protection, and disclosure of Personal Information when you use our website, mobile application, or any related services .
By using our Services, you agree to the collection and use of information in accordance with this Privacy Policy. If you do not agree, please discontinue use of our Services immediately.

1. Information We Collect
We may collect the following types of information:
1. Personal Information:
· Name, contact details (email, phone number), address, and business details.
· Login credentials, payment/billing details (if applicable).
2. Non-Personal Information:
· Browser type, device ID, operating system, IP address, app version, usage statistics.
3. Business Listing Data:
· Content, descriptions, contact details, logos, and other business-related submissions.
4. Device & Log Data:
· Error logs, IP address, device name, operating system, app configuration, date and time of use, and interaction patterns.
5. Third-Party Data:
· Information collected by integrated services such as Google Play Services, analytics providers, payment gateways, and ad networks.

2. Use of Information
We use the collected information for the following purposes:
· To provide, improve, and personalize our Services.
· To verify business listings and prevent fraud or impersonation.
· To manage accounts, payments, and subscriptions.
· To communicate service updates, security alerts, and promotional offers.
· To comply with Indian laws, including the Information Technology Act, 2000, the Information Technology (Reasonable Security Practices & Procedures and Sensitive Personal Data or Information) Rules, 2011, and the Digital Personal Data Protection Act, 2023.

3. Cookies & Tracking
We may use cookies, tracking pixels, and third-party analytics tools to:
· Improve user experience and navigation.
· Monitor fraudulent activities.
· Track website and app performance.
Users may disable cookies in their browser, but some features may be unavailable.

4. Disclosure of Information
We do not sell or rent user data. However, we may share information:
· With trusted service providers (hosting, payment processors, analytics).
· To comply with legal obligations or law enforcement requests.
· To prevent, detect, and investigate fraud, abuse, or threats to security.
· In business transfers (mergers, acquisitions, restructuring).
All third parties are bound by confidentiality and are restricted from using information for unauthorized purposes.

5. Data Security
We adopt industry standard practices to safeguard user data, including:
· SSL encryption during data transmission.
· Secure servers, firewalls, intrusion detection, and anti-malware protocols.
· Access controls, audits, and monitoring systems.
⚠️ However, no electronic transmission or storage is 100% secure. Users share information at their own risk.

6. User Rights (Applicable in India)
As per the Digital Personal Data Protection Act (DPDP) 2023, you have the right to:
· Access, correct, or update your personal information.
· Withdraw consent for data processing.
· Request erasure of your personal information.
· Restrict or object to processing.
· File grievances with our Data Protection Officer (DPO).
Requests may be sent to:  Email address

7. Fraud & Misuse Prevention
To protect our platform, users, and businesses:
· Submitting false, misleading, or fraudulent information is strictly prohibited.
· Accounts engaged in scams, spamming, hacking, scraping, or illegal activities will be suspended or terminated.
· We reserve the right to report fraud to law enforcement agencies and initiate legal proceedings.
· Any damages caused due to misuse may result in civil or criminal liability under Indian laws.

8. Third-Party Services
Our Services may include links to external websites and apps. We are not responsible for the privacy practices, content, or policies of third parties. Users are encouraged to review the privacy policies of third-party platforms before interacting.

9. Children’s Privacy
Our Services are not intended for individuals under the age of 18. We do not knowingly collect data from minors. If we discover such data, it will be deleted immediately.

10. Data Retention
We retain personal information only as long as necessary for legal, business, or security purposes. Once no longer required, data is anonymized or securely deleted.

11. Cross-Border Data Transfers
If you access our Services outside India, your data may be transferred to servers located in other jurisdictions. We ensure appropriate safeguards are in place for such transfers.

12. Limitation of Liability
While we strive to ensure the safety of user data, we shall not be liable for:
· Any unauthorized access due to user negligence (e.g., password sharing).
· Damages caused by third-party service providers not under our direct control.
· Force majeure events such as cyberattacks, natural disasters, or system failures.

13. Changes to This Privacy Policy
We may update this Privacy Policy from time to time. Updates will be posted on this page with the “Last Updated” date. Continued use of our Services after changes implies acceptance.

14. Contact Us
If you have questions, concerns, or requests regarding this Privacy Policy, contact us at:
Zhilian
Email: Official Email
Phone: 
Address: 
Data Protection Officer (DPO): contact details 

